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About Cyber-Ark

Cyber-Ark® Software is a global
information security company that
specializes in protecting and managing
privileged users, applications and
highly-sensitive information to improve
compliance, productivity and protect
organizations against insider threats.
With its award-winning Privileged
Identity Management (PIM) and Highly-
Sensitive Information Management
software, organizations can more
effectively manage and govern application
access while demonstrating returns on
security investments. Cyber-Ark works
with more than 700 global customers,
including more than 35 percent of the
Fortune 50. Headquartered in Newton,
Mass., Cyber-Ark has offices and
authorized partners in North America,
Europe and Asia Pacific.
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FACILITATE TRUSTED QUALYSGUARD VULNERABILITY &
COMPLIANCE SCANNING WITH CYBER-ARK’S PIM SUITE

Using QualysGuard integration with Cyber-Ark’s Privileged Identity Management (PIM) Suite,
credentials management is simplified as customers no longer need to store and manage

a copy of their passwords within QualysGuard when performing trusted scans. Instead,
QualysGuard stores a pointer to the location of the credential information in the Cyber-Ark
Enterprise Password Vault® of the PIM suite, and the QualysGuard Scanner Appliance
requests the passwords when it performs the trusted scan - at scan time. Because pass-
words are centrally managed in Cyber-Ark’s Enterprise Password Vault®, the organization
can change passwords at will or use a Cyber-Ark policy to make these changes on a regular
basis without having to worry about synchronizing these changes with QualysGuard.
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How it Works:
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e The QualysGuard Scanner
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Password Vault®
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Figure 1: Workflow of the integration between QualysGuard and Cyber-Ark PIM Suite
Benefits:

o Simplify privileged credential management: Customers can leverage their password policy
embedded in Cyber-Ark’s Enterprise Password Vault to perform vulnerability and compliance trust-
ed scanning without the need of store credentials in QualysGuard.

o Facilitate compliance scanning: Manage and store all privileged credentials in one centralized
place where Cyber-Ark enables full accountability and traceability of all privileged account activity
to meet regulatory standards such as PCI, SOX, HIPAA.

o Better vulnerability discovery and prioritization: When a trusted scan is performed,
QualysGuard scanner logs into the target machine and reads configuration data including registry
values and configuration files on the file system, just like a regular user session could. QualysGuard
uses the configuration data to verify whether or not certain vulnerabilities that require local access
to the host exist; as well as the ability to collect compliance data from systems without the burden
of deploying agents.



Facilitate Trusted QualysGuard Vulnerability and Compliance Scans with Cyber-ark’s PIM Suite

@ Policies with errors

© Accounts not associated with a policy

&\ 1 0f 1CPMs s active &
&\ 506 accounts are managed by the CPM

&\ 492 accounts are disabled by users

&\ 1 account is disabled by the CPM =

Show account statistics by: PolicylD v

150
75
i BN BN BS BE B

.
0 perpss gk WinServerl inDomain

Figure 2: Cyber-Ark’s PIM delivers one central dashboard console for managing
all types of privileged identities
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Figure 3: QualysGuard easy configuration to create a new Cyber-Ark
authentication vault
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About Qualys

Qualys, Inc. is the leading provider of
on demand IT security risk and compli-
ance management solutions — delivered
as a service. Qualys’ Software-as-a-
Service solutions are deployed in a matter
of hours anywhere in the world, providing
customers an immediate and continuous
view of their security and compliance
postures.

The QualysGuard® service is used
today by more than 5,000 organizations
in 85 countries, including 45 of the
Fortune Global 100, and performs more
than 500 million IP audits per year.
Qualys has the largest vulnerability
management deployment in the world
at a Fortune Global 50 company, and
has been recognized by leading industry
analysts for its market leadership.

Qualys has established strategic agree-
ments with leading managed service
providers and consulting organizations
including BT, Etisalat, Fujitsu, IBM,
I(TS)2, LAC, NTT, SecureWorks,
Symantec, Tata Communications and
TELUS. Qualys is also a founding
member of the Cloud Security

Alliance (CSA).

For more information, please visit
www.qualys.com.
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